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•    Intermittent Connectivity
•  ~ 10% duty cycle

•  Store-and-forward flavor

• Possible overlap of ground stations
•   Asymmetric data flow

•  Sometimes ~ 2000:1
•  Weak signals - noisy channels

•  Potential for corruption
•  Long propagation delays

•  Hundreds of milliseconds to tens of hours
•  Multiple users contending for guaranteed
   access to limited communications capacity

•  Need for low protocol overhead
•  Highly managed data flow (congestion rare)

• End systems are in space
•  Limited number of end systems to be addressed

• Highly stressed environment
•  Extreme mass/power/volume constraints
•  Expensive parts qualification
•  Computationally-challenged end systems

•  Heavy loaded with applications software
•  Limited onboard CPU and memory

•  Fairly primitive onboard networks

•  Highly constrained operations
budgets

•  Need for COTS or near-COTS systems
•  Modern computing environment

•  Part of the GII
•  Internet protocol suite
•  Potential for intrusion
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Radio Frequency and Modulation Techniques

High Performance Forward Error Correction Coding

Fixed length Telemetry Frames; Variable length Telecommand Frames
Space Link Retransmission Control for Telecommand 

Current CCSDS Link Protocols



Avoidance of TCP's congestion 
response (recognize outages);
Selective acknowledgment;
Robust header compression;
Window scaling ("long/fat pipes");
Best Effort Transport Service;
Delimitation of record boundaries;
Timestamping for high rate 
sequencing, delay measurement;
Inclusion of other Network 
protocol headers in checksum; 

Record read & record update;
File & record Integrity;
Automatic restart;
User suspend/resume;
Suppress ASCII reply codes.

SCPS FILE TRANSFER PROTOCOL
(SCPS-FP)

SCPS TRANSPORT PROTOCOL
(SCPS-TP)

SCPS SECURITY PROTOCOL
(SCPS-SP)

SCPS NETWORK PROTOCOL
(SCPS-NP)
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(Optional)

(Optional)

(Optional)

+/-
SCPS-FP Core =
Interoperable
with FTP

Authentication: guarantee of the identity of a source;
Access Control: prevention of unauthorized access;
Integrity: protection against modification;
Confidentiality: protection from disclosure

Provide both connectionless and managed-
connection routing;
Support precedence (priority) based handling;
Offer multiple routing options;
Signal errors to the layer above;
Support packet lifetime control;
Scaleable - tailor capability to need, e.g., high 
communications efficiency in constrained 
bandwidth conditions

+/-
SCPS-TP Core =
Interoperable
with TCP/UDP

SCPS Capabilities

SCPS sits on top of existing CCSDS
capabilities, and augments them

(Optional)
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Spacecraft ID Procedures
Data Compression
Audio/Video Data Transfer
Time Codes
SCPS
Advanced Orbiting Systems
Packet Telemetry
Telemetry Channel Coding
Packet Telecommand
Telecommand COP
Telecommand Channel Coding
RF & Modulation
Radio Metric and Orbit Data
Reed-Solomon Chipset

SFDUs: Structures and Construction Rules
SFDUs: Control Authority Procedures
SFDUs: Control Authority Data Structures
Parameter -Value Language
ASCII  Encoded English

Cross Support Architecture
Concepts
Reference Model

For more information

http://bolero.gsfc.nasa.gov/ccsds/ccsds_home.html

You can browse the CCSDS Web site and download all doc uments at:
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Messaging Service heritage:
• Manufacturing Messaging System (MMS)
• Fieldbus Message System (FMS)
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SOMO/JSC:
O’Neill, Seyl

NASA Operations Council:
Enterprise AA’s

Mission Services
Manager (MSM):

Dudley/GSFC

Data Services
Manager (DSM):

Squibb/JPL

Space Ops.
Engineering Office:

Thompson/JSC

System Engineering Working Group (SEWG):
Mathison/JPL; Anderson, GSFC

Center MSM Reps(4); Center Network Reps (3);
Center S/c+Instrument Reps(4); SOEO Mgr(1);

Standards Rep(1); CSOC Rep(1)
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